Computer network security evaluation is a multi-index evaluation system. Computer network invaded by vulnerabilities, viruses and others is a complex nonlinear problem. Traditional linear evaluation methods can not accurately describe the impact of various indicators on the evaluation results, and the evaluation result is low accuracy. In order to improve the accuracy of computer network security evaluation, propose a method of computer network security evaluation based on neural network. First, choose computer network security evaluation indexes by the expert system, then use the method of experts scoring to determine the index's' weight, and finally put the index weights into BP neural network to learn. BP neural network parameters are optimized by PSO algorithm to obtain computer network security evaluation grade. Simulation results show that compared to traditional computer network security evaluation model, particle neural network optimization accelerates the speed of computer network security evaluation, and improves the accuracy of computer network security evaluation.
INTRODUCTION
With the continuous development of data fusion technology and applications in network security, data fusion on the low-level status for data integration and data attributes, they can already provide good support for integration of higher-level decision-making level. Currently, the focus of data fusion technology has gradually developed to evaluate and assess the threat level trend. For example Timbass applications have been proposed to establish a framework of multi-sensor data fusion cyberspace situational awareness (Savaes and Wethe Ralld and Karlına,2012) . Stratified analysis network system security posture Dr. Chen Xiuzhen Shanghai Jiaotong University proposed assessment, etc. ( Fer Gusonp and Senıed, 2008) .
However, as a decision-making level data fusion can secure the Situation reaction network health assessment, currently only used the Bayesian techniques and knowledge-based approach (Tatsu Yab and Shıge Yu Kım, 2002) situational awareness, or the use of multiple methods assume that the trend understood (Burchh and Ches Wıchb, 2000) . However, these techniques can only be provided to management in the past and the current network situation, the stage cannot predict the next possible state. The use of statistical theory using 3DMA (three Day Moving Average) method (Hassa Na, 2003) warning network events were only able to predict events and fuzzy predictive information; network managers can not alleviate the pressure on decision-making data. This allows managers to make decisions as an auxiliary data fusion technology is still in the stage of passive defense.
In order to make network security management from passive to active, through the network security situation prediction, network managers can determine which state the trend of network security, a better understanding of the network status and the state suffered attacks. Before making a network attack and loss, network managers can take timely preventive measures to strengthen security policies of network security devices, change the security rules of network security monitoring, to really want to move the enemy, take the initiative to move my defense purposes.
With the rapid development of computer and network technology and extensive application, factors affecting a growing number of network security network security issues become more complex, This requires network managers must be able to effectively secure networks to measure the extent of the security of the network have a clear understanding of the exact extent of network security control system and safety factors, in order to secure the greatest degree of protection systems. Network security evaluation is the important way and means to solve this problem. In this paper, based on the understanding of network security elements, build a computer network security evaluation model based on BP neural network and its training and validation, to seek an accurate, effective and feasible method of computer network security evaluation.
THE CHALLENGE
In the 21st century, the information revolution sweeping the globe continues in-depth, Internet has become an important communication media. According to reports, the United States "Internet economy" investment reached 124 billion, the official launch of the second generation Internet, the third generation of intelligent network is already brewing. Internet as the main representatives and information networks will become in this century human production, life, a fundamental bottom-up approach. The world is watching the strategic vision of its development, and actively seeks online advantage. At the same time Internet information security has become more prominent.
Generally believed that the development of network security technology broadly through the following three phases: the first phase is static defensive. This stage is the most typical firewall security technology, data encryption, packet filtering, and security certification. These security technologies default the entire computer system is built on the correct security model, proper programming and on the basis of the correct configuration. However, vulnerabilities are constantly being discovered. Attack techniques are constantly improving growing. Static security technology always lags behind the development of the network, cannot meet the security needs of a dynamic network.
The second stage is the stage of dynamic active defense. Typical security technology at this stage is intrusion detection. Intrusion detection system based on the user's history of behavioral models, expert knowledge, and neural network models are stored in the computer, real-time operation of the user's current judgment. Once found signs of hacking or virus activity, immediately disconnect the intruder or killing the virus with the host and to collect evidence and to implement data recovery. Appearance and application of dynamic safety technology does not completely solve the problems faced by network security. This period of intrusion detection system is the main problem the high rate of false positives, and the endless stream of new attacks helpless.
The third stage is the self-learning adaptive intelligent defensive phase. The main features of this stage are the complexity, intelligence, diversity. This is a fledgling stage. People start to draw inspiration form complex giant system theory, genetic theory, behavioral theory and other theories; the network security is seen as a diversified, complex, intelligent engineering. As one of the important measures to maintain network security, intrusion detection as they should adapt to the changing environment, the continuous improvement of its performance, and can face the challenges of the next generation network environment (Songdx and Perrınga, 2011; The Ilmannw and Rothermelk, 2010) .
Compared with other network security technologies such as firewalls highly sophisticated products, traditional intrusion detection systems there are quite a lot of problems. Most of these problems are present structure intrusion detection systems are difficult to overcome, and these contradictions may be more acute. The following are the main factors for intrusion detection products that challenge:
(1) Endless invasion means: An attacker with increased knowledge, mature and diverse automation tools, and more and more complex and detailed methods of attack. Intrusion detection system must keep track of the latest security technologies to the attacker will not be far beyond. Increasing network traffic, users often require intrusion detection alarm system as quickly as possible, to obtain real-time data analysis. This results in a system where the increasingly high demand. Nonetheless, for more than Fast flow, a single system, intrusion detection system is still very difficult to cope with.
(2) False alarm rate is too high: make a lot of false positives and false negatives where real security vulnerabilities found very difficult. The accuracy of the detection system needs to be improved.
(3) Italian information transmission using encryption methods: network intrusion detection system attacks discovered by matching network packets. Intrusion detection systems often assume plaintext attack information is transmitted. So a little change of information might evade the detection of the intrusion detection system.
(4) Lack of widely accepted terminology and conceptual framework of a: intrusion detection system is a new thing. With the rising level of technology and increased recognition of the new attacks, intrusion detection systems need to continuously upgrade to ensure network security. And there are big differences of products of different manufacturers in the upgrade cycle, upgrade means. Therefore, the user is difficult to make a decision at the time of purchase. Often at the same time when maintaining users take a very passive situation.
(5) Improper use of the automatic reaction will cause great risk. To solve the above problem, the increasing complexity of intrusion types, new intrusion after another, so that the unknown intrusion detection is particularly important. And the unknown intrusion detection mainly accomplished by anomaly detection. In recent years, a new anomaly intrusion detection method is being explored. People are looking forward to opening up a new path in that tradition cannot be successfully used to detect the occasion, looking forward to more practical, more accurate detection methods appear.
CHARACTERISTICS AND DEVELOPMENT OF NEURAL NETWORKS
The first neural network model is composed of mathematicians and biologists to work together to study and put forward in the early 1940s. It is mainly based on human information processing in the brain. Then using mathematical models, research and analysis on the basic characteristics of the physiological action of cells, structure and biological neurons were.
At this stage, the studies of neural networks have been developed, and have been applied in practice, effective in promoting the realization of some of the research opportunities neural networks. 1958 proposed Perceptron neural network model, it is mainly computer scientists to the neural network model for the research platform. On this basis, improve and research on learning mechanisms, effective mechanisms to increase learning. Then use these neural networks technical theory to the actual construction.
And if you want to determine the location of enemy submarines, they can make use of neural network technology, thus effectively identify sonar waves to ensure accurate positioning location. The formation and development of the neural network, the first high tide period in history is at this stage of implementation. With the continuous progress of science and technology, mapping since the 1980s has been studied and formally presented to the scientists organized network model. This network model is mainly for mapping unique topological properties of the actual computer simulation. And in 1982, when biophysicist also lost for the network lines further study, detailing the local organizing neural networks between whole and possess the stability of the neural network so as to arrive as a group nonlinear differential equations exist. In addition, China is now a lot of mathematicians and computer scientists began to turn to the neural network research in the field of research, research in this emerging field put more energy.
Here the use of the BP neural network model with multi-input and single-output as a building management evaluation, the topology is shown in Figure 1 . i is the number of indicators. For qualitative indicators, the use of expert scoring method. In order to maintain comparability between quantitative indicators and also to normalize.
APPLICATION OF NEURAL NETWORK IN COMPUTER NETWORK SECURITY EVALUATION
(1) Computer network security. Computer network security is mainly directed against the computer in a network environment it. Taken is an advanced network management controls and advanced science and technology, making that data integrity, usability, and confidentiality can be more effectively protected. Computer network security including physical security and logical security. The physical security of the computer includes a wide range of content fast and simple network shared resources and network services, network management and control system hardware and software. It has many features, including the specific characteristics of network integrity, controllability, confidentiality, and availability of auditable five aspects. It was some of the computer systems and related equipment for protection facilities, equipment and other resources in order to avoid damage or loss. The confidentiality of logical security of computer networks mainly refers to information data, availability, and integrity of the content.
(2) Computer network security evaluation system. Computer network security evaluation system is mainly based on the analysis of influencing factors on computer network security, set up an evaluation system. This evaluation system, computer network security can make more objective, comprehensive, scientific, rational judgment and the ability to more detailed surface factors influence emerged in computer network security. And for computer network security evaluation, from many considerations, ensure that you select these indicators are able to accurately reflect the relevant content security assessment information to ensure that the role of the neural network can be fully realized. And the establishment of computer network security evaluation system also has certain principles, specifically in the following aspects: a) Briefly; select computer network security evaluation system of various types of indicators must be concise, and also a representative. b) Completeness; select various types of computer network security evaluation index system is to be able to computer network security features comprehensive, complete reflected. c) Feasibility; selection computer network security evaluation system of various types of indicators is to be able to work with the actual evaluation combine to ensure its practical operability. d) Independence; selection of computer network security evaluation system in all kinds of indicators to fully safeguard the independence between the various indicators, to avoid contact between them. e) Accuracy; select computer network security evaluation system in all kinds of indicators should be able to establish a computer network security technology level accurately demonstrated the premise and basis.
EXPERIMENTS AND RESULTS

Data
As there are much qualitative factors in evaluation, so use expert judgment method. Highest score is 10 points; the lowest score is 1 point. Then use the expert scoring method for building management to make a comprehensive evaluation to obtain their evaluation scores. Using the above method, the organization 20 experts in Wuhan artificial construction management assessed the credibility of the authority to obtain a higher evaluation results (see Table 2 ). 
Realization of Evaluation Model
The network security evaluation model constructed above, the use of MATLAB programming, the establishment of an input layer, hidden layer and output layer nodes were 11,4,5 of BP neural network model, network training and testing. Since the input data is between [0, 1], so the hidden layer using Logsig conversion function. Output layer uses Purelin conversion function and gradient descent method to train the network (traingdm) with momentum. A preset error is 0.001.
Learning Model
Since the initial connection weights of BP neural network layers is arbitrary, and therefore must be to train the neural network, so that the actual output value and the expected value of the deviation of computer network security evaluation results as small as possible. Shown in computer network security evaluation related to the use of prior data presented in this paper gathered 20 experts, as shown in Table 2 . After the normalization process will be one of 15 sets of data samples used to train as a learning network model designed in this paper, after a 500-step network training error reaches the set of error requirement, shown in Figure 2 . 
Validate the Model
When the network is fully trained, the number of 16-20 in Table 2 groups is validation samples; input validation samples, to test the ability of the network evaluation model which this article designed. Network output results shown in Figure 3 , we can see the results of the evaluation and the desired output BP network is consistent. This proves that the BP neural network based on computer network security evaluation model to establish the feasibility and accuracy of this article. 
CONCLUSION
Computer network security evaluation is a multi-index evaluation system. Computer network invaded by vulnerabilities, viruses and others is a complex nonlinear problem. Traditional linear evaluation methods can not accurately describe the impact of various indicators on the evaluation results, and the evaluation result is low accuracy. In order to improve the accuracy of computer network security evaluation, propose a method of computer network security evaluation based on neural network. First, choose computer network security evaluation indexes by the expert system, then use the method of experts scoring to determine the index's' weight, and finally put the index weights into BP neural network to learn. BP neural network parameters are optimized by PSO algorithm to obtain computer network security evaluation grade. Simulation results show that compared to traditional computer network security evaluation model, particle neural network optimization accelerates the speed of computer network security evaluation, and improves the accuracy of computer network security evaluation.
